FYDO Security

Rest easy, knowing your FYDO data is well protected with the following features:

Secure Infrastructure:

e Data Hosted with AWS in Australia: Your information is stored in one of the world’s most
secure cloud environments, ensuring reliability and compliance.

» Options for High Availability data servers for increased redundancy.

e Backup and restoration strategies in place to minimise downtime and data loss.

Advanced Threat Protection:

e Intrusion Prevention and Detection Systems: We actively monitor for any suspicious activities
and take immediate action to keep your data safe.

Web Application Firewall:

e Defend Against Online Threats: Our powerful firewall shields your web applications, providing
an additional layer of protection.

End-to-End Encryption:

e Data Encrypted in Transit and at Rest: Your sensitive information is safeguarded from start to
finish, both during transmission and while stored.

Identity and Access Management:

e JAM using SSO with MFA: Securely control who has access, with Single Sign-On and Multi-
Factor Authentication for an added layer of identity protection.

Access Control:

e Geo-blocking and IP Restricted Access: Control access based on location and specific IP
addresses, ensuring only authorized users can connect.
e Provide staff with only the access they need.


https://wiki.fydo.cloud/fydo-security/

Regular Audits:

e FYDO undertakes regular penetration tests from multiple leaders in the Cyber Security
industry.



