User Blocking & Unblocking

Why do users get blocked?

For security reasons, FYDO user accounts are blocked if a certain number of failed login or two-
factor authentication attempts are made.

How do users get blocked?

After the 3rd failed login attempt, you will need to confirm the captcha and once 5 failed attempts
are reached, the user will be blocked from logging in for 10 minutes.

Welcome Back

Please enter your details.

Email

Password Forgot password?
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The blocked user will also receive an email notifying them of this.
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FYDO

Hi you account has been locked for 10 mins due to 5 attempts to login with
the incorrect password. If this was not you attempting to log in, please contact the
FYDO team.

Account:
IP:13.238.255.86
Date/Time: 04/02/2026 03:16 PM

FYDO Team

P 02 9632 0026

E support@alturahealth.com.au
W alturahealth.com.au

This email {including any attachments) is solely for the intended recipient. The contents are
confidential and may contain copyright and/or privileged infermation. If you are not the
intended recipient, please notify the sender immediately, delete the email, and do not use
or disclose the email. Personal information contained in communications with us is subject
‘to our Privacy Policy, available on our website. We accept no liability for damage caused by
this email or its attachments due to viruses, interference, interception, corruption or
unauthorised access.

You may retry logging in once the 10-minute timeout has lapsed.

If another 5 failed login attempts are made, the user will be blocked from logging in permanently.
They will again receive an email notifying them of this and so will the subscriber.


https://wiki.fydo.cloud/user-blocking-unblocking/
https://wiki.fydo.cloud/wp-content/uploads/2022/02/2026-02-04_14-14-45.png
https://wiki.fydo.cloud/wp-content/uploads/2022/02/2026-02-04_14-17-18.png

Who can unblock users?

The Subscriber or users with the Unblock Permission can unblock users.

You can check to see whether a user has the Unblock Permission by navigating to Settings > User
Groups and selecting the User Group that they are assigned to.

The settings that govern the Unblock User Permission is found under Settings General.

Settings General
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Alternatively, the user with the permission group “Subscriber” can also unblock users, as this
permissions group has the highest privileges.

SETTINGS > USERS

Select ~ All Groups v | Oshowlnactive | Q_ fearch Add User
a) 1} Surname 3} First Name 3} Email sso 2FA App Last Login status

0 1 v 03/02/2026 Active v
0 2 18/11/2022 Active v
o 7 09/06/2024 Active v
(8] 4 v 07/08/2023 Active v
o 12 18/11/2025 Active v
o 10 v
o 1 09/10/2025 Active v
[ 6 01/12/2025 Active v

How to unblock users?

e First, login with a user who has the aforementioned Unblock Permissions option enabled or
with the Subscriber permissions group
e Then, navigate to settings > users > right click on the blocked user > select Unblock

SETTINGS > USERS

Select v Al Groups v | OShownactive  Q Search Add User
o D Surname 8 First Name 3 Email Group sso 2FA App Last Login Status

) 1 Subscriber v v 13/02/2026 Active v
o 2 Reception 13/02/2026

Delete
Reset Mobile (2FA)

Unblock

That’s it! The user will be able to retry logging in or reset their password.
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If it is the subscriber that is blocked and there are no other
users with the Unblock Permissions enabled, to unblock
them, or if you are having any other difficulties with
unblocking a user, please contact FYDO support on 02 9632
0026 or support@alturahealth.com.au



